Shouldn't yvour “Incident Response’
be “Instant Response ¢
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2007 — BlackEnergy Malware
Developed

2014 - 17 Power Related
Companies Breached
(including 4 Utilities)

Dec 2012 — 2 US Power
Plants Breached

Dec 2015 — Ukraine Power
Grid Hacked/Brought Down
317 Million New Malware
Variants in 2015

TRENDING:  MICHAELFLYNN ~ DONALD TRUMP  OBAMACARE ~ SPONSORED:

Why a power grid attackis a
4NEIDB nightmare scenario
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Here’s what we'll do for you:
¢ E-file 1094-Cand 1095-C for y
+ Access to a dedicated accoun

client servi

manager and client service
support staff

US.G
~Danger’ From Cyber-

A ©
Atta0k5 StL.TWB'US &W& plants infected with
by AriNatter and Mark Chediak malware Spread via USB drive

January 6, 2017, 10:40 AM EST Updated on
Investigators find no up-to-date antivirus, system backups for control systems.

Threats to U.S. electrical grid are r

Increase in smart grid technology




Infection
Installation
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Breach Detection Sources

Law Enforcement
Fraud Detection
Third Party

W Internal




Known External Actors

55%

Organized Crime

21%

State affiliated

2%

Activist

1%

Former employee

96%

Of breaches Involve Unauthorized
Programs on The End Point

Who found the incident

trreenee

Outside party

et Businesjpartners
97% =

Of companies !
Are Breached, the IDS
Majority from

Special Purpose
Malware




Breach count

Hackers Will Find a Way...........

Malware - C2

Hacking - Use of stolen creds
Malware - Export data

Hacking - Use of backdoor or C2
Social - Phishing

Malware - Spyware/Keylogger
Malware - RAM

Hacking - Brute force

Malware - Backdoor




Incidents in the
Past 12 Months

Almost 31% experienced

None ¢ between 2 and 10 breaches,
1 or More Py -
il A the majority of .wh-lch came
Unknown —_— 26—50 from 2 to 10 incidents.
51-100
101-500 3 'I Y%
500+

87% reported incidents in the Actual Breaches 1 or More 2-10

past 12 months, and these Resulting from Breaches
oL ) Incidents in the 59.1%
incidents resulted in actual Past 12 Months : 11-25
breaches 59% of the time. 2°3%
101-500
Unknown = 500+

Number of Incidents that Resulted in 2 to 10 Breaches
12%

10%

8%

6%

4%

2%

0% T

1 2-10 11-25 26-50 51-100 101-500 500+




Forensic Acquisition of KNOWN Systems

(Evidence) === ="

‘-® Completion of Incident Response

T |
L ) Discovery-of Intrusion
~ (generally by 3rd-party) -

|
Forensic Analysis of 'Evi'de:nce :




These tools are FISMA, PCI,
and HIPAA Compliant

But They Won’t Help You with APT!




10 Years After the Discovery of Power Grid
Specific Malware:

* Do you know every process/program that is running in your
network?

* Are you relying on obscurity to provide security?

* Have you identified all your vulnerability points?

* What are you doing about physical security, EMP?
* How fast can you remediate a situation?

* When have you truly tested your security TTP’s?



Motivators Strengths Weaknesses

* Money * Motivated * Dev Time/Costs
* Prestige * Patient * Communications
* Political e Well * Dev Costs
* Military Funded e Individual
 Talented Specific
Capabilities

Training and People are Necessary to Defeat
the Adversary



Current State
* Reactive
* Lack of Endpoint Visibility

* Extremely Poor Alert
Context

* Heavy Reliance on Off Line
Analysis

* Heavy Reliance on Manual
Process

* Fragmented Toolsets
* Obsolete Procedures

* Compliant, But not Capable

NexiGEN

* Proacftive Hunting

« Complete-Real Time
Endpoint Visibility

— 100% Process
|dentification

— Live RAM Analysis

— Live HD Analysis
Instant Response

Live Response — No need
to Fly In SME

Big Data Analytics



* Time from Discovery to Remediation

* Dependent on:
* People
* Process
* Tools

e S2R Using Legacy Industry Tools is 10 Months
* NextGen CyFIR S2R = Minutes






